Consumer Scams
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OHIO ATTORNEY GENERAL







Ensures a safe marketplace for consumers.
Enforces laws related to:
* Buying a used car
 Seeing a store advertisement
 Shopping online




Watch for these common tactics:

J Requests for wire-transfers, prepaid money cards, or
gift cards

J Requests for personal information
Pressure to act immediately

d
J Requests to keep the conversation a secret
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 Never give personal information.
e Don’t trust your Caller ID.




 Don’t provide personal information.
* Call back using a legitimate number.







e (Call the bank issuing the check to verify the funds.
 Never send off a portion of the funds for any
reason.
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Don’t pay advanced fees or taxes to receive a prize.
If you didn’t enter, you probably didn’t win.

CERTIFICATE OF

You have been awarded a consolation prize in the S TEN MILLION DOLLAR $
SWEEPSTAKES CLEARINGHOUSE™ GIVEAWAY. The attached credit
voucher is yours, as a consolation winner, and may be applied toward your choice of
one of the following products:

tereo System vith Surround Sound

p Computer w/Softvare t FREE Internet.
sterpiece™ Natching Diamond Watch Set.
Computer v/Softvare & FREE Internet..
S-pc Expandable Luggage Collection....
1 Camcorder Package

To take advantage of your credit voucher, juse fill out the attached claim form. The
remaining balance may be paid by pensonal check or order, MasterCard, Visa
or the Discover Card. You may prefer to we our interest-FREE Lay-A-Way plan by
paying only $10 down and $10 or more per month ($25 if remaining balance duc is
over $200).
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Talk to friends and family about any online
relationships.

Don’t send money to someone you’'ve only met
online.







* Never allow remote access to your computer.
e Remember, callers can’t tell if a computer has a

Virus.
* Visit www.staysafeonline.org.







* Job opportunity scams
e Social media scams

* Home Improvement scams &




t occurs when a person obtains and uses your personal
information without your permission to commit fraud.




Unauthorized charges
Debt collectors contact you
Receive unfamiliar bills or no longer receive mail
Errors on your credit report!







Don’t volunteer information.
Shred documents.
Monitor financial statements.
Create a mail schedule.
Don’t carry extra personal information.
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Beware of unknown attachments, downloads, & pop-
ups.
Install & update anti-virus/anti-spyware programs.
Watch out for scam websites and emails.
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Use secure websites.
Beware when using free, public Wi-Fi.
Choose hard-to-guess password reset questions.

We can try to verify your identity using your secret questions

When you set up your -account you selected and answered two secret questions

Answer both questions correctly to access your account //WWW
-

Question 1 of 2 https .

What is the first name of your oldest niece?

Last updated June 09, 2010




Be skeptical. Send money via suspicious
methods.

Beware of strangers who | Carry unnecessary personal
seek personal connections info.

Allow stranger “remote
Know that if it’s too good to| access” to your computer.
be true, it probably is!




OHIOPROTECTS

www.OhioProtects.org



Online: www.OhioAttorneyGeneral.gov
By phone: 800-282-0515
By mail: Hard-copy forms available

Required

Information about you

Live Help

WLBIEY Click to chat.




Attorney General’s Office
800-282-0515
www.OhioAttorneyGeneral.gov
ww.facebook.com/OhioAttorneyGeneral

Twitter: @OhioAG

Better Business Bureau
www.bbb.org

Federal Trade Commission
877-382-4357
www.ftc.gov

National Cyber Security Alliance
www.staysafeonline.org

Do Not Call Registry
888-382-1222
www.donotcall.gov

Opt Out Programs
888-567-8688
www.optoutprescreen.com
www.dmachoice.org

Annual Credit Report
877-322-8228
www.annualcreditreport.com

Dept. of Job & Family Services
877-644-6562
www.jfs.ohio.gov




How to contact us

Ohio Attorney General’s Office
Consumer Protection Section
30 E. Broad St., 14" Floor
Columbus, OH 43215

Hotline: 800-282-0515
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